
TWITTER: A POLICY PRIMER 
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Disclaimer 

The Twitter Terms of Service, Privacy Policy and 
Rules are around 7,000 words in total, and link 
to further explanatory documents. This brief 
overview cannot and does not attempt to 
address all the issues raised by these 
documents. 

It is not legal advice and should not be taken as 
such advice. 

(Image: Twitter, 2013b) 



Your agreement with Twitter 

You agreed to the Terms of Service (TOS) when 
you signed up. Agreement is automatic 
(Meeder, Tam, Kelley & Cranor, 2010, p. 2). 



Your agreement with Twitter 

The TOS are only part of your agreement with 
Twitter. They also refer to separate documents 
(Twitter, 2012, section 12C) covering: 

Twitter’s privacy policy (Twitter, 2012, section 2) 

Usage rules (Twitter, 2012, section 5) 

As well as a number of other documents (such as 
rules for developers). 



Your agreement with Twitter 

The TOS are fairly lenient towards users. The fact 
that what you post is immediately available and 
viewable worldwide by anyone is clearly 
signposted (Twitter, 2012, section 1). You also 
keep rights to the content you post (Twitter, 
2012, section 5) but note the clarification below. 



Problematic areas 

You agree to the TOS simply by using Twitter, 
whether you read them or not (Twitter, 2012, para 
1). 

You agreed to Twitter using your data (and 
metadata such as logins, IP addresses, links clicked 
and so on) in any way it wants to (Twitter, 2012, 
section 1). 

Anything you post, though, still remains solely 
your responsibility (Twitter, 2012, section 4). 



Problematic areas 

You keep the rights to your content but still grant 
Twitter “a worldwide, non-exclusive, royalty-free 
license (with the right to sublicense) to use, copy, 
reproduce, process, adapt, modify, publish, 
transmit, display and distribute such Content in 
any and all media or distribution methods (now 
known or later developed)” (Twitter, 2012, section 
5). You, however, remain liable for any such use by 
Twitter (and related third parties). 



Problematic areas 

While Twitter can do whatever they want with 
your content, you may not infringe on their 
copyright, trade marks, etc (Twitter, 2012, 
section 7). 

The agreement is subject to the laws of 
California, USA (Twitter, 2012, section 12B). Any 
legal action will be brought in that state only. 
How familiar are you with US and California law? 



Why does this matter? 

Your data is there forever, and easily searchable 
(Lessig, 1998, p. 10). 

Linking separate pieces of information might 
identify you (Barbaro & Zeller, 2006) or reveal 
information you want kept private (Jernigan & 
Mistree, 2009). 

Each piece of information may be small, but the 
aggregate may be revealing (Humphreys, Gill & 
Krishamurthy, 2010, p. 11). 



Why does this matter? 

Your details can be revealed through legal 
means: 

Requests for user information are 
increasing rapidly (Shih, 2013). 

Over half of data requests to Twitter are 
at least partially successful (Twitter, 
2013a). 



What about the Privacy Policy? 

You consent to being tracked via cookies, including 
on related third party websites, as well as allowing 
Twitter to store copious ‘log data’ including 
metadata about how and when and what you 
access. 

Image: Mrgan, 2008 



Conclusion 

At a very basic (but often unstated) 
level, social media are constrained 
by 

The underlying code (what it allows, 
what it doesn’t). 

The terms and conditions imposed 
by companies, governments and 
other authorities (what is 
permitted, what isn’t) (Youmans & 
York, 2012, p. 316). 



Conclusion 

Twitter differs from other social 
media since the default is to make 
everything as public as possible 
(Powell, 2011, p. 166). Being on 
Twitter is like living your life in a 
glass house (Semitsu, 2011, p. 378). 



Conclusion 
Knowledge is power. 

Think before you tweet. 

Understand what Twitter is doing 
with your tweets and the 
information it collects (and 
distributes) about you. 

What might be the consequences of 
your tweet? To you? To others? In 
the future? 

Twitter retains much of the power 
in your agreement, while you retain 
most of the liability. Image: Wyant, 2012 
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